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[M186]
Microsoft 365 Multi-Factor Authentication Manual

(When logging in off campus)

User eligibility: Faculty and staff

Purpose : To set up multi-factor identity verification.

Multi-factor authentication (MFA) prevents fraudulent logins and identity theft because even if an ID or
password is obtained or used illegally, the user cannot log in unless another authentication method is
broken.

Notes:
® A phone number (SMS/call) or mobile application is required.
® Oncampus, MFA occurs when not connected to the campus network.
® Off campus, MFA occurs if not connected to the campus network via VPN.
* There are no outgoing call charges for normal phone lines, but depending on the individual
subscription plan, there may be call charges forincoming calls.

Recommended : Set up two or more authentication methods (to cope with switching due to smartphone

failure, loss, model change, etc.).

2 Depending on the performance and features of the smartphone, the operation during authentication
(e.g. PIN input replaced by biometric authentication, entering a passcode, etc.) may vary. Please set
up multiple authentication settings and check which method is easiest for you to use. Once the
settings are completed, multiple authentication methods can be selected during authentication.

Systems which requires multi-factor authentication: Microsoft365, StarNet, Zoom, COMPANY,
FortiClient (VPN) , Accops HySecure Client
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1. Set up multi-factor authentication (MFA)
1 — 1. Authentication via Phone number (SMS/Voice call)
(1) Access the Microsoft multi-factor authentication setting page.

(We recommend using a PC rather than a smartphone because the text on the screenis small.)
https://aka.ms/mfasetup/?whr=meisei-u.meisei-u.ac.jp

(2) EnteryourID on the sign-in screen.
[Sign-in ID format] User ID@meisei-u.meisei-u.ac.jp
*he user ID is stated in the 'User Registration Notification' provided at the time of employment.

* Please reconfirm the format of your sign-in ID. It is different from the email address issued by the

university.

NMELSEN

Sign in

_@meisei—u.meisei—u.ac.jp

Can't access your account?

[(B1>4> ID O]

F4& . 1-YID@stu.meisei-u.acjp

HEHS : 1-YID@meisei-u.meisei-u.acjp
FHDSIERT I DIRIC. S BFRERIDRTEZATOTLRL
A& ITHIR—bA POFIEE THESRIZELY,
NZa17)ET5E5

% Sign-in options
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(3) Enter your Meisei Account username and password and click “Sign in”.
% The password is an alphanumeric code specified in the "User Registration Notification" provided
upon employment and consists of more than 10 characters.

NIMEISE!

< I © meisei-u.meisei-u.ac.jp

Enter password

Forgot my password

(B1>1> ID OfzaL]

F4& : 1-YID@stu.meisei-u.acjp

BEES © 1-HID@meisei-u.meisei-u.acjp
FHDSIER I DIRC. SEFRBDHEZITOTLRN
A&, ITHR— A bOF)EE RIS,
NZ17)UIZ5E5

(4) Click “Next” in the “More information required” page.

n MEISEI

GAKUEN

I @ meisei-u.meisei-u.ac.jp
More information required

Your organization needs more information to keep

your account secure

Use a different account

Learn more

(B1>4> ID O]

F4& : 1-YID@stu.meisei-u.ac.jp

8 : 1-YID@meisei-u.meisei-u.acjp
FHNSIET BRI, SERBAOFEZITOTLAL
A& ATHIR= b A bOFIBZ ZHERLIZE
NZ17)EZ55
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(5) Onthe “Keep your account secure” screen, select the “| want to set up a different method” link.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

| want to set up a different method

”»

(6) Choose “Phone” from the “Choose a different method” drop-down menu and click “Confirm”.

Choose a different method X

=
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(7) Configure the following items and click “Next”.

This manual provides instructions using SMS.

% If you wish to authenticate through a phone call on your smartphone, please follow the
instructions provided in the voice guidance.

X If youdo notpossess amobile phone, please input your home or other phone number. However,
please note that you will need to receive a call at that number, so please refrain from setting it
up while you are out.

»*  There are no outgoing call charges for normal phone lines, but depending on the individual
subscription plan, there may be call charges for incoming calls.

Choose “Japan (+81)” from the “Please select a country / region” pull-down menu.
Enter your phone number.
Select “Text me a code” and click “Next”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?
o (191 -

.@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy
and cookies statement.

1 want to set up a different method
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¢ Enter the confirmation code received on the SMS app into the following screen on the PC side and
click “Next”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a 6 digit code to +81 OB Enter the code below.

Resend code

‘ Back ‘ Next

| want to set up a different method

(8) If you are using a smartphone, click “Next”,
and proceed to step “1-2. Smartphone Application (Microsoft Authenticator)”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° SMS verified. Your phone was registered successfully.

If you see the "Done" button on this screen, click the "Done" button and proceed to step (9). If you

are using a feature phone, proceed to step (9) without clicking the button.

(9) Close the tab of your web browser temporarily and proceed to the instructionsin "Step 4. for those
who have completed phone number authentication only."
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1 — 2. Authentication via Smartphone application (Microsoft Authenticator)

(1) Install the Microsoft Authenticator app on your smartphone.
% The Android version can be downloaded from Google Play and the iPhone version from App Store.

If you do not have the Microsoft Authenticator app on your phone, follow the instructions in the
“Download now” link. If you already have another Authenticator app, use it. (Click "l want to use a
different authenticator app" and follow the instructions to register.)

If you already have the Microsoft Authenticator applicationinstalled, orif the installationis complete,
click the "Next" button.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

Next

L want to set up a different method
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(2) Open the Microsoft Authenticator app on your smartphone.
> For iPhone users, you will need to enter your iPhone passcode upon startup. (You can skip
entering the iPhone passcode by enabling Face ID after completing the setup.)

a

Authenticator

(3) Inthe "Authenticator" tab, when you tap the "Add account" button, you will be asked if you have a
backup. Since this is your first setup, choose "Continue."
< If you have a backup, please proceed with "Begin recovery" at your own discretion.
»*  The screen display will vary depending on your device and version. Please interpret the on-
screen prompts accordingly.

Ready to add your
first account?

Recovery will be

CERT—— disabled on this
ea oa our .
- 4 device
first account?
If you add an account, you
Any Microsoft account or other type of will no longer be able to
account you add will appear here. recover from

Add account . .

Already have a backup?

Restore your account. 5
o o o o o - Cancel Continue)
i Begin recovery 1
o e o i e e e e - Already have a backup?

Sign in to your recovery account.
& & © D’ Begin recovery
Authenticator Passwords Addresses Verified IDs
8
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(4) Choose “Work or school account". And tap on “Scan a QR code”, and then tap on “OK”
(“Authenticator” is requesting access to the camera).

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account
[ I

.. Add work or school account

Sign in

Other (Google, Facebook, etc.) Scan QR code

Cancel

(5) Now return to your computer and click “Next”.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school*.
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(6) Using the camera app on your smartphone, scan the QR code displayed on your PC screen. Once

scanned, immediately click the "Next" button on the PC screen.
(Note: If you take too long to operate your smartphone, it might time out, so please perform the

action promptly.)

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator

app with your account.

After you scan the QR code, choose “Next".

1 pgt |
AR |

Can't scan image?

% If an error like the following occurs at this stage, you won't be able to proceed further. In such a case,
you should exit the web browser and the app, and then proceed to "Step 4: Procedure for those setting

up phone number authentication only ".

Scan QR code

Aftet you scan the Qft code, choose “Next”,

Activation failed. Make sure

that push notifications are
enabled on the phone and
your Activation Code is not
wrong, expired or formerly

a credential

Microsoft Authenticator

r
| ® Authenticator registration has timed out. Please choose "Next” to try again.

I Additional details

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Micrg
app with your account.

After you scan the QR code, choose "Next".

10
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(7) You will be asked if you want to receive a notice or not and tap on “Allow” on your smartphone.

[Smartphone]

Scan QR code

Scan the QR code

Use the Microsoft usthenticator app)

“Authenticator” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow

Your account provider will display a
QR code

(8) Onyour smartphone, tap “Approve”.

15:33 ol T

= Authenticator Q +

Approve sign-in?

ME AR
ese-u.ac.p

Deny Approve

11
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(9) Now return to your computer display and click “Next.

(PC]

Microsoft Authenticator

° Notification approved

(10) On your computer screen, click “Done”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

()
Microsoft Authenticator

12
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* If youremain on the screen from step (10) for a while and then click "Done," you will be signed out. In
that case, please signin again.

TNIMEISE!
-@meisei—u.meisei—u.ac.jp
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

(] Don't show this again

No

(1> ID O]

F4& . 1-HID@stu.meisei-u.ac.jp

HEHE . 1-YID@meisei-u.meisei-u.ac.jp
FHNSIEE T ZRC. SERBIORELZITOTLRL
A& ITHR— M MOFIEZ THEZREE,
NZa7UEIZ5E5
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2 . Firstaccess to the SSO's system from outside the university after setting up MFA

1. (1) Asanexample, access the Microsoft My Account page.
https://myaccount.microsoft.com/?whr=meisei-u.meisei-u.ac.jp

(2) Enter the sign-in ID on the sign-in screen.
[Sign-in ID format] User ID@meisei-u.meisei-u.ac.jp

% Theuser ID is stated in the 'User Registration Notification' provided at the time of employment.
% Please reconfirm the format of your sign-in ID. It is different from the email address issued by

the university.

NIMELSE

Signin

P@meisei-u.meisei-u.ac.jp

Can't access your account?

(B4>1> ID DR

¥4 . 1-HID@stu.meisei-u.acjp

S : 1-YID@meisei-u.meisei-u.ac.jp
FHNSHERT I DIRC. ZEFRPADHEZITOTLVRL)
A& ITHIR— A hOFNEE ZHEERTZE,
NZ17)UEZHEH

Q Sign-in options

14
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(3) Enter your Meisei Account username and password and click “Sign in”.
% The password is an alphanumeric code specified in the "User Registration Notification" provided
upon employment and consists of more than 10 characters.

NIMELsE

< I @ meisei-u.meisei-u.ac.jp

Enter password

Forgot my password

[(B14>1> ID DRz

¥4 . 1-HID@stu.meisei-u.ac.jp

eSS : 1-YID@meisei-u.meisei-u.acjp
FHNSIERTI DR, ZSEZRBIORTEZATOTLVEN
A ITHR— A bOFNEE CHEERIZEL,
NZ17)UETES

(4) Choose any method from the options and follow the various instructions to authenticate.

MnMsise
I & meisei-u.meisei-u.ac,jp
Verify your identity

6 Approve a reguest on my Microsoft
Authenticator app

B

Use a verification code from my maobile app

D Text XXX XXXXXX24

% Call +X00¢ 00000484

More infarmator

[B1>1> ID O]

F4& : 1-YID@stu.meisei-u.acjp

PEER : 1—-HID@meisei-u.meisei-u.acjp
FHNSIRHT BN, SERBIIOREETOTLVRL
ANZ. ITHR— A MNOFIRETFRBIZEL,
NZa7IITE5

15
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% If you choose "Approve a request on my Microsoft Authenticator app” and the Default sign-in
method” is set to SMS (or has not been changed from the default), you may be prompted to enter
a number (random) as shown below. Please follow the on-screen instructions.

I © eisei-u meisei-uacp

Approve sign in request

@ Open your Authenticator app, and enter the
i " ] e Y e s e

I I

No numbers in your app? Make sure to upgrade to
the latest version.

TR

Are you trying to sign in?
BE RS
I @ meisei-u.meisei-u.ac.jp

Enter the number shown to sign in.

I |[nter number I
| s ————-
No, it's not me Yes

Authenticator locked

! e o
= b W
e & it

0 7 &

(5) The following setup is optional. Either choice is acceptable.

NMIMELsE
_@meisei»umeisei-u.ac‘jp
Stay signed in?

Do this to reduce the number of times you are asked

to signin.
D Don't show this again

No

[H1>1> 1D O]

F4& : 1-YID@stu.meisei-u.acjp
HEBE : 1-HID@meisei-u.meisei-u.acjp
FHNSIER T BEC. ZERDADREZTOTLAL
A& ITHR— A MOFIEZR TRERIZEL,
NZa17)EZ5E5

16
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3. Procedure to change “Default sign-in method”

We recommend using an authentication app for MFA setup as it simplifies the process, eliminating
the need to receive SMS verification codes and manually input them on your PC each time you sign

in. However, if you still prefer to continue using SMS-based authentication, you can skip the following
steps.

(1) Access the Microsoft multi-factor authentication setting page.
https://aka.ms/mfasetup/?whr=meisei-u.meisei-u.ac.jp

(2) Click on “Change” next to “Default sign-in method”.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +81 O@

- Add sign-in method

(2) Click the dropdown button and select your preferred method.
% In this manual. We will choose “App based authentication-notification”.

Change default method

Which method would you like to use to sign in?

‘ App based authentication - notification

Phone - call +81 Ol

Phone - text +81 O

‘ App based authentication - notification

App based authentication or hardware token - code

17
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(3) Once you’ve verified the change in the app, the update is finalized.

Security info

These are the methods you use to sign into your account or reset your password.

1
jDefault sign-in method: Microsoft Authenticator - notiﬁcation:Change

—+ Add sign-in method

18
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4 . Procedure for those setting up phone number authentication only

<The following individuals are eligible >

+ Those using a feature phone
« Individuals who have not yet completed the setup of the authentication app
+ Individuals who encountered errors during the setup of the authentication app

(1) Access the Microsoft multi-factor authentication setting page.
https://aka.ms/mfasetup/?whr=meisei-u.meisei-u.ac.jp

(2) Enter the sign-in ID on the sign-in screen.
[Sign-in ID format] User ID@meisei-u.meisei-u.ac.jp

% Theuser IDis stated in the 'User Registration Notification' provided at the time of employment.
% Please reconfirm the format of your sign-in ID. It is different from the email address issued by the

university.

]] MEISEI

Signin

P@meisei-u.meisei-u.ac.jp

Can't access your account?

[(H4>4> ID ORZR])

F4 . 1-HID@stu.meisei-u.ac.jp

S ¢ 1-YID@meisei-u.meisei-u.acjp
FHNSHET I BBRIC, ZBRFREPADREZITOTLVAL)
A& ITHR= A POFNEZ ZHER<IZE VN,
XZ17)UEZE5

Q Sign-in options

19
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(3) Enter your Meisei Account username and password and click “Sign in”.
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% ¥ The password is an alphanumeric code specified in the "User Registration Notification" provided

upon employment and consists of more than 10 characters.

NIMELsE

< I @ meisei-u.meisei-u.acjp

Enter password

........'

Forgot my password

[(B1>1> ID Oz

F4E ¢ 1-HID@stumeisei-u.acjp

HEHS : 1-HID@meisei-u.meisei-u.acjp
FHNSIER I DIRIC. ZSERBAADFHEZITOTLRL
A& ITHR— A bOFNEE TSR IEE W,
NZ17)UIZ5E5

(4) Choose “Text”.

n MEISEL

BARGEN

—fj; Meisei-Umesed-u.a6.jp
Verify your identity

Approve a request on my Microsoft
Authenticator app

@ =¢ a venfication code from my mobile app
D Taxt <2000 XXXXXX84
% Call +XX0K XX000(84

MOfe mfcemator

(Y1212 1D OfZEE)
¥E : 2-Y0
FEEA : 1 -D@meisel-umelsei-uacip
FHANSIRET L. SERZIEOIERTOTLRL
AR ITHR—- A FOFEMETRIBITEL,

- o jr o E

X1

tu.meise-u.acp

20
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(5) Enter the code received via SMS(phone) on your PC, and then click “Verify” button.

NIMELE!
_@meisei—u.meisei-u.ac.jp

Enter code

[ We texted your phone +XX XXXXXXXXX54.
Please enter the code to sign in.

kode

Having trouble? Sign in another way

More information

[T1>1> ID Oz

24 : 1-YID@stu.meisei-u.ac.jp

HEE : 1-HID@meisei-u.meisei-u.acjp
FHNSIEG TR SERBIAMOREZITOTLAL
A& [THR—MA hOFIEZ CHERIZEL,
XZa7UEc5E5

(6) The following setup is optional. Either choice is acceptable.

MnMEse
-@meisei—u.meisei-u.ac.jp
Stay signed in?

Do this to reduce the number of times you are asked
to signin.

(] Don't show this again

No

[94>1> 1D ORZR)

24 : 1-HID@stumeisei-u.acjp

FERE : 1-HID@meisei-u.meisei-u.acjp
FHNSIEGI BRI, ZERBIOREZATOCLR
A& ITHR— M hNOFIBZZRERIZE,
NZ17)UIZ5E5
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(7) For smartphone users, if necessary, you need to retry configuring the app settings.
Please access https://aka.ms/mfasetup/?whr=meisei-u.meisei-u.ac.jp and add the
authentication method.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +81 | N JEll Chanoe

- Add sign-in method

% Phone +81 _ Change Delete v

Lost device? Sign out everywhere

Add a method

Which method would you like to add?

Authenticator app

Cancel

For the subsequent steps, please refer to "1-2: Smartphone Application (Microsoft Authenticator)".

Note that there might be slight variations in screen captures compared to the manual, but please
interpret them accordingly and proceed with the setup.

For feature phone users, please refer to the instructions in “2. First access to the SSO's system
from outside the university after setting up MFA”.

22
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5. When having only one set sign-in method and it becomes unavailable
% In cases such as changing your phone number
You need to come to the university premises and connect to the campus network (and disable

existing multi-factor authentication (MFA)), Once you have done that, please proceed to add
authentication methods from: https://aka.ms/mfasetup/?whr=meisei-u.meisei-u.ac.jp .

% Please note that your personal involvement is necessary for this process, as verification of your
identity cannot be conducted via phone or email.

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +81 | ] ]I Chance

i~ Add sign-in method

% Phone +81 _ Change Delete

Lost device? Sign out everywhere

6. If you forget your sign-in password

We have posted the procedure on the Meisei University “IT Support Site”.
Please refer to the following:

[M063] NXT7—FZShTLE->7- (HEEMIT)
(Forgot Password (For Faculty and Staff)
https://its.hino.meisei-u.ac.jp/manual/m063/
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